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1. Preface

General Information and Instruction for using E-Procurement Technologies
Ltd (ETL) Web Portal.

This preface contains information about the following topics:
- Who should use this document?

- Definitions

- Contact Support Team
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Those bidders/Officers use this document who want to Participate/Conducting e-Tender,
Sealed Bid & e-Auction on e-Procurement Technologies Ltd website :

» General understanding of computer terms.
» Usage of web browser.



Before participating in e-Tender/Sealed bid/e-Auction, you need to ensure
that you have system with the following minimum requirements and
system settings.

Minimum system requirements:







Digital Signature Certificate

Term Description

User have a valid Class-1l/lll Digital Signature Certificate (DSC) with Signing

Digital : : . " : )
.g & Encryption, issued by CCA (Controller of Certifying Authorities) in India.

Signature . . , : : :

Certificate The details of the License CA's are available on www.cca.gov.in wherein the

details have been mentioned.

Definitions  of . . : : , :
An electronic "passport”, typically contain a user's name and public key. A

Digital : .. . . e
Signature CA authorizes certificates by signing the contents using its CA signing
o rivate key.
Certificate P y
To encrypt a file is to apply a mathematical function that transforms
Encryption/ character(s) in the file into some other character(s). Encryption renders the
Decryption file unreadable. This means no one, including the actor, can read the file

until it is decrypted. Only authorized recipients can decrypt the file.

Digital Signature Certificate Applicable base on Department Wise Requirement

Digital Signature Certificate as applicable with event wise for e-Tender/Sealed bid/e-Auction as
decided by the Department.

E-Tender (PKI) : Required Digital Signature Certificate (Signing + Encryption)
E-Auction (PKI) : Required Digital Signature Certificate (Signing)
Non PKI : No need to required Digital Signature Certificate




Verify and System Setting for using Digital Signature Certificate

Section — | (Digital Signature Certificate Verification)

Valid digital signature certificate must be installed in a system from where
you want to login on website. Perform the below steps to confirm whether
valid Digital signature certificate is available on your system or not:

steps:

Sleps.



Following Steps for Verify Digital Signature Certificate

Help
Delete browsing history... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P
Turn on Tracking Protection
ActiveX Filtering

Fix connection problems...

Reopen last browsing session

Add site to Apps

View downloads Ctrl+)
Pop-up Blocker »
SmartScreen Filter >

Manage media licenses

Manage add-ons
Compatibility View settings

Subscribe to this feed...

Feed discovery »

Windows Update

Performance dashboard Ctrl+Shift+U
F12 Developer Tools

_Report website problems
Internet optio
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| Options

' General | Security | Privacy [Content | Fonnections | Programs | Advanced

View Digital Signature Certates R
. ;a Use certificates for encrypted connections and identification.
Certificate e [T
AutoComplete A
R s Lo
Feeds and Web Slices
T ot e et L

read in Internet Explorer and|>ther
programs.

OK | Cancel ] Apply




1'

Intended purpose: :<AI>

Personal | Other People | Intermediate Certiication Authorites | Trusted Root Certificatior ¢ [*

Certificates

Issued To Issued By Expiratio...  Friendly Name A
b3 eProcurement Techn...  5/30/2016  <None>
4DC39 e-Procurement Techn...  5/30/2016  <None>
ClDC41 e-Procurement Techn..,  5/30/2016  <None>
B4 e Bid Bidder e-Procurement Techn...  2/4/2017  <None>
Calkhushbuy e-Procurement Techn...  10/10/2016  <None>
CJOfficer39 e-Procurement Techn...  10/10/2016  <None>
(gl Tender Officer e-Procurement Techn...  8/22/2016  <None>
Cpd Test Officer 13 e-Procurement Techn...  6/1/2016  <None>
Import... Export... Remove

Certificate intended purposes

Client Authentication

Select your certificate and click
on View button to view
certificate details.

In certificate window, you can
view general details,
certification path and other
details as shown in the given
screen shot.




» E-Token Driver must be installed in the system.

 Step for Verify the e-Token driver

Start Menu ->Programs ->e-Token ->e-Token
Properties

» If e-Token driver doesn't installed in the
system, you may contact to the support team
from where you have to procure the Digital
Signature Certificate.

» Certificate STATUS should be having “This
certificate is OK".

* If the “Certificate Status” is “Not Ok” or
“Invalid” etc. then pl. contact your Digital
Signature Certificate Service Provider.

h

Certificate

General  Details Certification Path

Certification path

) e-Procurement Technologies Ltd. (Internal use only)

&

Certificate status:

This certificate is OK.




Section — Il (Website add in Trusted Zone)

Internet Options

oty |

» N

'aclemmthmcmlProgmlAdvmdl

Selectazonebowewordmgescantvsethngs

/19

Intemet Local intranet Trus@

Restricted
sites

Trusted sites

This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone

Custom
Custom settings.

Sites |

- To change the settings, dick Custom level,
- To use the recommended settings, dick Default level.

[T Enable Protected Mode (requires restarting Internet Explorer)

| Customlevel... || Defautlevel |
| Resetal zones to defauitlevel |
[ ok || cance | appy

ONCH




Trusted sites . .
4. Please add Particular Provided
You can add and remove websites from this

omialb sl oo s website in to Trusted Zone.

https://sbi.abcprocure.com | | i Add |
Websites:
Remove
Trusted sites
[ Require server verification (https:) for all sites in this zone You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.
.
; Add this website to the zone:
= ' [ |  add
Websites:
https://sbi.abcprocure.com Remove

[]Require server verification (https:) for all sites in this zone

 Close |

P Laa 1 o P—




Section — lll (Browser-ActiveX Controls Setting)

2 - |

_Q Internet Options

Select a zone to view or change security settings.

@ &4 / O

Internet  Localintranet Trusted sites Reshcted

s

Trusted sites
This zone contains websites that you
trust not to damage your computer or

your files,
You have websites in this zone,

Security level for this zone
Custom
Custom settings.

-To change the settings, dick Custom level,
-To use the recommended settings, dlick Default level,

[] Enable Protected Mode (requires restarting Internet Explorer)
Custom level... | Defautlevel |

" Resetal zones to defaultlevel

| o || cael | Apoly

IJII

Security Settings - Trusted Sites Zone

Settings

®) Enable
O prompt
§h Run components signed ith Authenticode

(O Disable
) prongt ‘
'qncﬁvexmdsmmle
uO Disable

9] Alow previously unused ActiveX controls to run without pron

O Dsable A

() Disable
(@) Enable
) Alow Scriptiets
() rieshle £
< >
*Takes effect after you restart your computer
P v Reset...
0K Cancel




Section — IV (Installation of “Signer Component”)

& Download

SSL root certificate
Winzip

PDF reader

Signer component

Min. System Requirement
SSL patch for Windows XP
SSL Patch for Windows

2003

Installation of Signer
Component from
Download Section on
website.




Welcome to the Signer Setup
Wizard

This wizard will guide you through the installation of Signer.
It is recommended that you dose all other applications before
starting Setup. This will make it possible to update relevant
system files without having to reboot your computer.

Click Next to continue.




Ready to Install

Setup is now ready to begin installing Signer on your
computer.

Click Install to continue with the installation, or dick Back if you want to review or change any
settings.

C:\Program Files\eProcurement Technologies Ltd\Signer

Copyright & 2008, eProcurement Technologies Ltd

Completing the Signer Setup
Wizard

Signer has been installed on your computer,
Click Finish to dose this wizard.

Cancel

J



Java

The application uses the Java Application/Applet for Digital Signature generation,
verification, data encryption, and decryption in Mozilla Firefox and Chrome browsers.

Under Windows, the browsers will usually, but not always, have Java enabled by default.
However, users are advised to check their respective browsers to ensure that Java plug-in
is enabled. It is important that Bidders have an updated version of Java installed on the
computers which are going to be used for bidding in the Auctions.

Bidders who intend to use Firefox and Chrome browsers will have to update Java
Cryptography Extension (JCE) to strengthen the security from the default key size to
unlimited key size. If this is not done prior to auction start date and time, user may face
problem in login and bid submission.

Application checks and updates the JCE policy from default key size to unlimited key size
but if user doesn’t have administrator rights then user will have to update JCE policy
manually. To update the JCE policy, user needs to follow the instructions.

Bidders can find out if they have Java installed on their respective computer using Java
installation verification tool which can be found at
http://www.java.com/en/download/installed.jsp




In these cases, Bidders may need to refer to their IT department or other suitably
gualified persons to ensure that their PC has a Java installed and enabled on their
browser, and that their Internet browser is correctly set up. Java website at
http://java.com may provide helpful information on how to do this. Please note that you
may need appropriate administrative rights in order to install Java and digital certificates
on the client computer.

Bidders should ensure that their bidding computer is free from viruses, especially key-
logging programes. It is the responsibility of bidders to ensure that bidding computer is
functioning reliably and that appropriate computer security measures are in force. Once
the digital certificate that authenticates the bidder has been installed on the bidding
computer, the bidder should ensure that the bidding computer is kept securely and not
accessible to unauthorized personnel.

Java Runtime Environment (JRE) Installation (For Google Chrome and Mozilla Firefox
browsers)




Java Runtime Environment (JRE).

Dear User,
Either JRE is not installed in your PC/laptop or you are using older version of JRE. You need to install Iatest version of JRE to use e-Auction System smoothiy.

--— Click Here |

Once the JRE is downloaded, you need to follow below mentioned steps to install JRE in your PC/Laptop

To download latest version of JRE, pleasd

1. Click on Install buttion as shown in the below given screen shot

Welcome to Java™

Java provides safe and secure access to the world of amazing Jova content.
From business solutions to helpful utilities and entertainment, Java makes
your internet expenence come to life.

Ho personal information is gathered as part of our install process. For more
information on what we do collect, see http://java.com/data

Click Install to begin installing Java now.

2 Agree to Terms of Use and Privacy Policy and click upon Next button as shown in the below given screen shot

[ sava Setup ] adli [

OoORACLE

Optional 3rd Party Installations

| Terens of use | | Privacy Pokey |

By rstaling these spplcations you agres to the appropriste terms of use and privacy polcy. You
|| can remove these applications ealy st arvy bone.

[ <esce J[ _tex> ]

1t —

3. You will get the successful JRE installation window which is as shown below:

Y Java Setup - Complete = e

You have successfully installed Java.

Java up will ally ba to p you with the latest
features and security improvements. To change this, see
http://jave.com/autoupdate

i

Thanking you




Java Cryptography Extension (JCE)

Java Cryptographic Extension (JCE) Policy requires update

Dear User,

For security reason, JCE policy in your system needs to be updated from 128 bit key strength to unlimited key strength for highest level. Please follow below given steps to
update your JCE policy

Download the unlimited strength JCE policy nles[Chc.-' Here to download
Uncompress and extract the downloaded file
Copy all the extracted files and paste those files to below mentioned location: The standard place for JCE jurisdiction policy JAR files is

tC:'\.Program Files\Java'jre7\lib\security\ ].‘_ System generated path

4. Mow open the website in new browser window

W =

Thanking you

Enable Java Script
The following screen will come in web browser, if Java Script is disabled.

Please Enable JavaScript in Your Browser
Dear User,

Safety and security of your information and transactions, integrity of your data, and availability of complete EAS(SMRA) System functionality is of prime importance for carrying
out procurement processes through EAS(SMRA) System and one of the requirement for this is JavaScript enabled browser. Currently JavaScript is not enabled in your
browser and request you to enable the same. To enable JavaScript in your browser please follow below mentioned instructions

You are using IE MSIE 7.0 browser

To know how to enable Java Script in IE 9, please click 0r(enab!e-javascrfpr.comfﬂ:’e)
Once Java Scriptis enabled, please go the Login page

Please note that DOT or Auction Administrator is not responsible for any issues or problems resulting from use of browsers where JavaScript is not enabled

Thanking You for your support.

Java Plug-in
Bidder need to enable Java Plug-in to use the website smoothly. This is given in
the following mentioned steps to enable Java Plug-in browser.



Step 1: Click on “Tools” tab and then Click on “Add-ons” menu

Gl Fe Edt Vew Hstory Bookmarks
| @ Mozilla Firefox Start Page

@ about:home

Tools als]

Web Search Ctrl4K

Rownloads Ctrl+) | «|[29-
SetUp Sync...

Web Developer »

Page Info

Start Private Browsing Ctrl+Shift+f
Clear Recent History ...  Ctrl+Shift+Del

=7

J
| 4
A

Options

=181 x|




Step 2: Click on “Disable” Button to enable Java plug-in: “Java(TM) Platform SE 6/7”

] © oo rretox stort oo

3 Py =

L

‘i‘ Get Add-ons

* Extensions

;,i' < Appearance

i Plugins

Check to see if vour plugine are up to date

2007 Microsoft Office system 12.0.4518.1014
Office Plugin for Netscape Navigator More

Adobe Acrobat 9.1.0.163
Adobe PDF Plug-In For Frefox and Netscape  More

Google Update 1.3.21.111
Google Update More

Java Deployment Toolkit 6.0.220.5 6.0.320.5
NPRunbme Sapt Plug-n Library for Java(T™) Deploy Maore

Java(TM) Platform SE 6 U32 6.0.320.5 (disabled)
Next Generation Java Plug-n 1.6.0_32 for Mozilla browsers NMore

Shockwave Flash 10.2.152.32
Shodavave Flash 10.2r152 More

Windows Presentation Foundation 3.5.30729.1
Windows Presentaton Foundation (WPF) plug-n for Mozilla browsers More

WPI Detector 1.4 1.1.0.4

wpidetector More




Plug-ins for Google Chrome browser
Step 1: Click on Customize and control icon then Click on Setting.

<, Sattings %/ NewTab

CY X

P20 Al Artides « SQU Serv... New window

~ D

Chrome Web Sto... YouTube Gmail Google Search




Step 2: Click on “Show advanced settings”

A, Settings

L C | ® chrome://chrome/settings/

Chrome Settings
Exdensios On start-up
II Settings ® Open the New Tab page

Continue where [ left off

Open a specific page or set of pages. Set pages

Appearance
Get themes
Show Home button

Always show the bookmarks bar

Search
Set which search engine is used when searching from the gmnibox.

Google ¥ = Manage search engines...

Enable Instant for faster searching (omnibox input may be logged)

Users

You are currently the only Google Chrome user.

Add new user Delete this user Import bookmarks and settings...

Default browser
Make Google Chrome my default browser

Google Chrome is not currently your default browser.

= Show advanced settings




Step 3: Click on “Content Settings...” Button in Privacy Settings

New Tab
- C | ® chrome://chrome/settir

Chrome Settings

tor Google Chrome is not currently your default browser.

I. Settings ey

Content settings... Clear browsing data...

Google Chrome may use web services to improve your browsing experience. You may optionally disable these
services. Learn more

o Use a web service to help resolve navigation errors
Use a prediction service to help complete searches and URLs typed in the address bar

Predict network actions to improve page load performance

WY&

Enable phishing and malware protection

Automatically send usage statistics and crash reports to Google

Passwords and forms
/| Enable Auto-fill te fill in web forms in a single click. Manage Aute-fill settings

of | Offer to save passwords | enter on the web. Manage saved passwords

Web content

Font size: Medium - Customise fonts...
Page zoom: 100% w
Network

Google Chrome is using your computer’s system proxy settings to connect to the network.

Change proxy settings...

Languages
Chapoehox Chrome bandiecand displaysianguages




U

Step 4: Click on “Disable Individual plug-ins...”

A, Settings - Content Settings ...
L & ®

ome://chrome/sett

®. Allow all sites to run JavaScript (recommended)

Do not allow any site to run JavaScript

Manage exceptions...

Handlers

® Allow sites to ask to become default handlers for protocols (recommended)

Do not allow any site to handle protocols

Manage handlers...

Plug-ins
®' Run automatically (recommended)
Click to play
Block all

Manage exceptions...

Disable individual plug-i

Pop-ups
Allow all sites to show pop-ups

® Do not allow any site to show pop-ups (recommended)

Manage exceptions...

Location

Allow all sites to track my physical location
®  Ask me when a site tries to track my physical location (recommended)

Do not allow any site to track my physical location

Manage exceptions...




Step 5: Click on “Disable” to Enable “Java (2 files)”

2, Settings - Content Settings ... *
C | ® about:plugins w 3

t i Plug-ins

Plug-ins (10) @ Details

Remoting Viewer
Disable C Always aliowed?

Native Client
Disable r Always allowed?

Chrome PDF Viewer
Disable I Always allowed?

Flash (2 files) - Version: 11,2,202,235
Shockwave Flash 11.2 r202

Disable I aways allowed?

Enable r

Microsoft Office - Version: 12.0.4518.1014
Office Plugin for Netscape Navigator

Disable I Always allowed?

Java (2 files) - Version: §0.320.5 [Disabled)

MNext Generation Java Plug-in 1.6.0_32 for Mozilla browsers
Enable = Always allowed?

WPI Detector 1.4 - Version: 1,1, 0, 2
wpidetector

Disable ™ Amwvays allowed?
Google Update - Version: 1.3.21.111
Disable [T Always allowed?

Windows P tation Foundation - Version: 3.5.30729.1 built by: 5P
Windows Presentation Foundation (WPF) plug-in for Mozilla browsers

Disable I Amways allowed?




Access of Other Software / Website during participation in event

It is recommended that Bidders do not open other web pages when they are accessing the
application. Viewing other web pages (especially complex ones) at the same time as
viewing application pages increases the risk of possible problems with their browser.
Therefore, we recommend that ideally Bidders should dedicate one computer to running
the application, and do not access other web pages or run other Applications on this
computer while using the application. This will help to minimize the risk of crashes or other
potential problems.

Internet connection

It is recommended that Bidders have a back-up computer and back-up Internet
connection that can be used in the case that either their primary computer or
Internet connection fails.

Please get in touch with e-Procurement Implementation & Support Team in
case any clarification is required. Contact details are available on our e-Tender
[e-Auction website.







